SAM Artifacts
The purpose of this lab is to learn how to look at the SAM Artifacts on the system
Download the Precious image from http://sce.uhcl.edu/abeysekera/itec4382/Labs/precious.E01 and  answer the following questions:
1. How many user accounts are on this system? List all of them.
2. What is the sub-authority value for the user administrator? What is the HEX value that corresponds to this value, found in the V field?
3. List all the users on this system with administrator privileges.
4. List the last logon time and the logon count of the user guest.
5. [bookmark: _GoBack]List all the users on the system, where the accounts are active. 
6. List all the users on the system, where the passwords have NOT being set.
7. List the username, full name, account description and hours (hours in HEX) allowed for user with RID x01F4. 
8. List all the Group Accounts are there in your SAM file.
9. List all the users who belong to the Guests group and the Remote Desktop User group (if any).

